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Remote Firmware Update using Supervisor 10
This document describes the method to updating your AnaCom ODU's firmware to the latest
revision using Supervisor 10. Updates will be made available from AnaCom as firmware revisions are
finalized.
1. Start up Supervisor 10 and connect to your ODU(s). You can see which firmware revision your
ODU is using by inspecting the [Rev] column in the main Supervisor 10 window.
2. In the main window, click on Options... in the menu bar and in the Options window, check the
box labeled "Enable Firmware Update" and hit OK.

Click on the Options... menu (Rev column highlighted)

Select Enable Firmware update
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3. Open the ODU you want to update, and in the ODU Monitors window, click on "FW Update"
The ODU will suspend polling while in this mode.

4. Click on "Select Hex File"
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In the dialog box that pops ups, choose the proper firmware revision file from your hard drive.
The terminal will display information on the hex file and tell you if there are any errors

5. Click Copy to ODU
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6. The firmware revision will be transferred over to the ODU's external flash memory. You can
view the status of the file transfer by looking at the progress bar or the number of lines copied and
total lines in the file.

The Terminal will display checksum validations to ensure the firmware update isn't corrupted.

7. When it is done copying over without any errors, the ODU Monitor window will now display the
"Write the firmware!" button. Click on the button to tell the ODU to write the firmware into its
internal memory.

AnaCom ODU Firmware Command: IP

4

1996 Lundy Ave. San Jose, CA 95131, USA
P/N 34910 Rev 02

Phone: 408.519.2062

www.anacominc.com

FAX: 408.519.2063

WARNING: DO NOT UNPLUG THE UNIT OR REMOVE POWER UNTIL THE UNIT
REBOOTS ITSELF

8. Repeat steps 3-8 for any other ODUs on which you need to update the firmware.
9. Go back into Options... and uncheck "Enable Firmware Update"
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Notes and Cautionary Points to Remember
There are a few things to remember before doing a firmware update.
1. At the present time, only the Supervisor 10 application can be used to update the firmware resident on
an AnaCom, Inc. device. The firmware Hex file is encoded in the Intel Extended Hex, (IEH,) format. It is
uploaded one line at a time using the AnaCom packet protocol, which itself will be embedded as the
payload of UDP/IP packets. The AnaCom protocol layer is responsible for ACKing rx’d packets, and
Supervisor will retransmit packets that are not ACKed by the device being updated. The file upload
process takes about a minute to complete over Ethernet.
2. Supervisor 10 can only update one device at a time. Once a firmware update is started with one device,
the process cannot be started with another until the first update process has completed. Supervisor’s
periodic polling of monitored devices for status will be suspended during the update process.
3. Normally, AnaCom, Inc. devices can be monitored by multiple clients each running the Supervisor
application, but only the client doing the update should be actively connected while updating the
firmware on a device. In testing, we have not experienced a failure when multiple clients are polling an
ODU while the firmware update process is ongoing, but we still do not recommend doing this.
4. The update process is safe-guarded against corruption during the upload, (the IP, AnaCom, and IEH
layers all use independent checksums, and a CRC-16 check is done after the file upload has completed,)
but it is important that power not be pulled from the ODU after the user initiates the writing phase of the
uploaded update which copies the new firmware from the external flash storage device to the CPU’s
internal flash. This takes about five seconds to complete, but during this time a crash could brick the unit.
During the writing phase, the LEDs will flash at double their normal speed. After the write is completed,
the ODU will automatically restart, and when it comes back up, the green LED will begin flashing
normally again, indicating the device is running. Note: Protection Switches do not have these LEDs.
It will take a bit longer for the Ethernet interface to begin working again, and longer still to renew the IP
address if it is DHCP assigned, before Supervisor is monitoring the device successfully again – patience!
5. The firmware update process can be aborted at any time before clicking the Write the Firmware!
button is hit by the user to finish the process. If this is done however, despite the possibility of having a
valid Hex file saved in the external flash storage device in the ODU, it will be necessary to start the
process over from the beginning should the user wish to update the ODU later. Also, if the user waits too
long, about an hour, without proceeding to writing the firmware, the update process running in the ODU
will time out, terminate, and invalidate the uploaded file – the equivalent of the user having aborted the
process.
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